UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
XA LAN PHONG Péc lap - Tu do - Hanh phc
S6: 678 /UBND-VX Lan Phong, ngay 22thang 10 nam 2025
VIV trién khai cong tac bao
dam an ninh mang, an toan
théng tin cho Cong/Trang
thong tin dién tr phuc vu Pai
héi XTIV cta bBang

Kinh guri: Cac truong Mam non, Tiéu hoc,
TH&THCS, THCS trén dia ban xa.

Thuc hién Cong vin sd 1691/SGDPT-QLCLGDCNTT ngay 21/10/2025
ciia SO Gigo duc va Pao tao Quang Ngii vé viéc trién khai cong tac bao dam an
ninh mang, an toan thong tin cho Céng/Trang thong tin dién tir phuc vu DPai hoi XTIV
cua Dang.

Chu tich UBND xa yéu cau Hiéu trudng cac truong Mam non, Tiéu hoc,

TH&THCS, THCS trén dja ban x3 trién khai thuc hién cac ndi dung sau:

1. Tang cwong cong tac dim bio an ninh mang, an toan thong tin

Ra soét cac hé théng thong tin bao dam duoc trién khai ddy du bién phap
bao vé theo cap do an toan thong tin, chinh sach an ninh d6i véi hé thong tuong
lira, hé théng phat hién xam nhép, hé théng phong chong ma doc; cap nhat day
da ban va bao mat cho hé diéu hanh, img dung, méy chu, thiét bi mang.

Chu dong kiém tra, danh gia, phat hién va khac phuc 16 hong bao mat; kip
thoi phat hién moi nguy hai va boc g& phan mém doc hai cho toan bo may chi,
may tram trong hé thong thong tin; cai dat phan mém phong, chéng ma doc, ban
quyén cho toan bo mdy chil, may tram ngudi ding.

Thiét 1ap chinh sach bao mat, chinh sach kiém soat truy cap chit ché trong
hé thong; thuc hi¢n phan cap, phan quyén tai khoan nguoi dung theo ding chirc
nang, nhiém vy, ddm bao quyén t6i thi€u va luu nhat ky stir dung tai khoan.

Thiét 1ap giao thirc mang bao mat c6 ma hoa manh, xac thuc dé quan 1y,
c4u hinh may chu, ung dung tur xa; gioi han quan tri thiét bi tir mot sd dia chi IP
quan tri trong hé théng; ra soat, kiém tra va ngan chin céc dia chi IP nam trong
danh sach IP mang Botnet dugc cac don vi chirc nang canh bao.

Luu nhat ky truy cap va nhat ky thu dugc tur cac thiét bi mang, bao mat
trong khoang thoi gian t6i thiéu bang thoi gian dién ra Pai hoi XIV cua Déang tir
khi dua hé thong thong tin vao hoat dong.

Trién khai bi¢n phap giam sat an ninh mang, an toan thong tin va ing cuu,
khac phuc khi c6 su c6 phat sinh d6i voi hé thong thong tin.

To6 chuc tuyén truyén, nang cao nhan thic co ban k¥ nang vé€ an ninh
mang, an toan thong tin, canh giac vé thong tin xau ddc, tin gid va thong tin Itra
dao trén khong gian mang cho can bd, cong chirc, vién chuc, ngudi lao dong va



quan ching nhan dan, nhu:

- Nang cao nhan thic vé cong tac bao dam an ninh mang, an toan thong
tin mang;

- Néu cao tinh than du tranh, phan bac, 1én an quan diém sai trai, thong
tin xau ddc, lan toa, phu xanh thong tin tich cuc;

- Thudng xuyén cip nhat, bd sung kién thirc vé& an ninh mang, an toan
thong tin: Thay d6i mat khau tai khoan thu dién tir cong vu, dam bao mat khau
dt manh (co it nhét 8 ky tu va bao gém: chir hoa, chir thuong, ky tu dac biét va
chir sé), khong luu gitr mat khau trén trinh duyét web; tuyét ddi khong st dung
Thu dién tr cong vu cta tinh dé dang ky vao cac mang x3 hoi, dién dan va céc
trang thong tin cong cong khac; khong chia s¢, phat tan thong tin Xau doc, chua
dugc kiém chtng, khong nhan vao dudng dan lién két la, khong 16 ngudn gdc
qua cac tmg dung tro chuyén trén mang x hoi, thu dién tir, tin nhan SMS.

2. Khao sat, danh gia thuc trang Cong/Trang thong tin dién tir thudc pham
vi quan 1y, trién khai day du giai phap bao dam an ninh mang, an toan thong tin;
kién toan doi ngii ban bién tap, quy ché hoat dong ciia Cong/Trang thong tin
dién tir; bdo ddm ndi dung thong tin, bai viét, video, ... dugc kiém duyét trudce
khi dang tai ding quy dinh.

3. Céac don vi ra soat, thong ké va cung cap thong tin dau mdi quan tri
vién Trang thong tin dién tir (ké ca trang mang xa héi) cia don vi tai dia chi
https://vnshort.com/AS3L, hoan thanh truéc ngay 27/10/2025 dé S¢ Giao duc
va Pao tao cung cép thong tin nay cho Cong an tinh Quang Ngai dé kip thoi
phéi hop, xir 1y khi xay ra sy ¢ mat an ninh mang, an toan thong tin.

UBND xi dé ngly cac Cac truong Mam non, Tiéu hoc, TH&THCS,
THCS trén dia ban xa trién khai thuc hién./.

Noi nhan:

- Nhu trén;

- S6 GD&DT (b/c);

- CT, PCT UBND x3;

- Phong VH-XH x3;

- VP: CVP, PCVP, CCTH;
- Luu: VT, VHXH.

Lé Hong Sa
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