UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
XA LAN PHONG Doc 1ap - Tw do - Hanh phuc

S6:768 /UBND-VX Lan Phong, ngay 06 thang 11 nam 2025

VIV théng béo sy ¢6 nhiém ma

doc va giai phap phong, chéng

Kinh guri:

- Thuong truc Pang uy X&;

- Thuong trye HDND X@;

- Uy ban Mit tran T6 quéc Viét Nam x4 va
céc to chirc chinh trj - xa hoi X4;

- Cac co quan chuyén trach tham muu, gitp viéc
Dang uy X4;

- Cong an x&;

- Cac phong, ban nganh x&;

- Cac truong hoc trén dia ban xa.

Theo noi dung Cong vian sd 3427/CAT-ANM ngay 03/11/2025 cia Giam
déc Cong an tinh Quang Ngai vé viéc thong bao su ¢d nhiém mi doc va giai
phap phong, chdng (giti dinh kém trén hé thong quan 1y van bdan va diéu hanh).
Cong an tinh Quang Ngai da phat hién 02 may tinh do can b6 UBND xa Binh
Son d3 tai 01 tap tin ¢ tén “Dy THAO NGHI QUYET PAI HOLrar” tir mang
Internet. Khi mé tap tin thi méay tinh bi nhiém ma dc, chiém quyén tai khoan
Zalo, tu dong gui tap tin “Dy THAO NGHI QUYET DAI HOLrar” dén tit ca
cac nhom, ban be¢ va dang xuét tai khoan cua can bd nay ra khéi cac nhém Zalo
dé ngan can hoat dong thu hdi, canh bao vé ma doc nay. Vu viéc nay con xay ra
tuong ty vo1 mot s6 don vi, c4 nhan trén dia ban tinh. Phan 16n may tinh cia don
vi bi nhiém chua trién khai cai dit phan mém phong, chéng ma doc thudc Hé
théng phong, chdng ma doc tap trung cta tinh Quang Ngii.

Mi doc trén thudc loai Valley RATY, dia chi may chu diéu khién
27[.J124[.]9[.]13, port 5689. Ma doc con phat tan voi cac tap tin khac: “BAO
CAO TAI CHINH2.exe”; “THANH TOAN BAO HIEM DOANH
NGHIEP.exe”; “CONG VAN HOA TOC CUA CHINH PHU.exe”; “HO TROQ
KE KHAI THUE.exe”; “CONG VAN DANH GIA HOAT DPONG DANG.exe”;
“MAU GIAY UY QUYEN.exe”; “BIEN BAN BAO CAO QUY Illexe”. Pay
mi ddc c6 mirc d6 nguy hiém rat nghiém trong. Tin tac loi dung sy kién Dai hoi
Pang dé phat tan ma doc co thé nham chiém quyén diéu khién, danh cip, pha
hoai thong tin, tai liéu ndi bd cua to chirc, ca nhan; loi dung lam “ban dap” tin

1 Ma doc Valley RAT la mot loai Remote Access Trojan (RAT) dugc phat hién dau nam 2023, chi yéu tan
cong ngudi dung qua cac chién dich phishing (Ira nan nhan tai tai liéu mdi nhir ¢6 chira ma doc). Muc dich cua
ValleyRAT la giam sat va kiém soat may tinh, hé¢ thong mang may tinh bi nhiém, tir d6 tai thém cac thanh phan
(plugin) doc hai khac dé gdy hai sau hon. Day 1a ma doc da giai doan va da thanh phdn, c6 kha nang tranh bi phat hién
bang cach tai cac thanh phan theo timg giai doan.
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cong mang cac hé thong thong tin quan trong cia co quan Pang, Nha nudc hoac
thuc hién cac hanh vi xam pham an ninh qudc gia, trat tu, an toan xa hoi.

V6i tinh chat nguy hiém néu trén, UBND xa thong bao su ¢ ma doc va
giadi phap phong, chong véi nhiing ndi dung chinh nhu sau:

1. T6 chirc ra soat ting thiét bi trong hé théng théng tin ctia don vi; néu cd
luu trir, kich hoat cac t€p tin mé doc néu trén, thyc hién c6 lap thiét bi, thng ké
gui thong tin vé Cong an x4 dé dugc hudéng din, hd tro xt 1y. Yéu cau can bo,
cong churc, vién chue va nguoi lao dong khong luu trit, chia sé, dang tai cac tép
tin ma doc nay trén moi truong mang.

2. St dung cac giai phap bao dam an toan théng tin mang da trién khai
queét toan bo 6 dia thiét b1 nham loai bé cac ma doc da cai dat; bat tinh nang
tuong lura trén thiet b1 (Windows Defender Firewall) va ti€p tuc theo doi thiét bi.

3. Trién khai cac giai phap bao dam an toan thong tin theo huéng dan cia
Cong an tinh tai Cong vin so 151/CAT-ANM ngay 03/7/2025 vé viéc tiép tuc
trién khai mot s6 giai phap bao dam an toan thong tin mang tinh Quang Ngai.
Cac trudong hop khong trién khai day du cac giai phap an toan thong tin, an ninh
mang di duoc co quan chtrc ning hudng dan dé xay ra su c6 c6 hau qua nghiém
trong s€ bi xur Iy theo quy dinh phap luat.

Qua trinh thyuc hién, néu c6 kho khan, vudng mac, dé nghi lién h¢ Phong
An ninh mang va phong, chong tdi pham s dung cong nghé cao (dong chi
Thirong 1ty Hodng Gia Bao, sé dién thoagi: 0916.401.448, email: hgbaopa05-
ca@quangngai.gov. vn).

Yéu cau cac co quan, don vi nghiém tdc trién khai thuc hién./.

Noi nhan:

- Nhu trén;

- Cobng an tinh;

- CT, PCT UBND x&;

- CVP, PCVP, CVTH;

- Phong Vian hoa — Xa hoi;
- Luu: VT.
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